ANATOANA
TREN KHONG GIAN MANG

SAU BAI NAY EM SE:

» Néu duoc nh’l','rng nguy co va t'éc I]ai khi tham gia cac hoat dﬁnng trén ‘Intemet
mo&t cach thiéu hiéu biét va bat can. Trinh bay duwgc moét s6 cach dé phong
nhirng tac hai dé.

« Néu dwgc mét vai cach phong vé khi bj bat nat trén mang. Biét cach bao vé
dit liéu ca nhan.

« Trinh bay duoc so lugce vé cac phdn mém xau (ma doc). Biét sir dung mét
s6 cong cu dé phong chéng phan mém xau.

Khéng gian mang - (trong mét sé hoan canh cu thé dwoc goi van tat la "mang")
chinh la Internet, la mét méi trwéng rat maé. Trén mang moi ngudi co thé lién lac,
chia sé théng tin véi nhau mét cach dé dang nhuwng chinh diéu dé lai bi nhitng
ké x4u loi dung khién mang cling |a noi day ray nhitng cam bay. Can tu bao vé
minh nhu thé nao?

1. MOT SO NGUY CO TREN MANG
Hoat dong 1

Hay thao luan va cho vi du minh hoa vé nhirng nguy co cé thé khi 1én Intemet dé:
a) Két ban.

b) Xem ftin tirc.

c) Tai cac phan mém.

Tin gia va tin phan van hoa. Ai ciing cé thé dua tin bai 1én mang ké ca céc tin bai
x&u. C6 nhiéu tin gia, tin bai phan cam nhu nhirng tinh tiét ¢é tinh bao lwc trong mot
vy an hodc c6 ndi dung dan dén cac nhan thic 1éch lac.

Lira dao trén mang. Nhiéu nguoi loi dung mang dé lira dao. M6t vi du la ké xéau
lay cac anh, tin tic trén trang facebook clia mét nguai dé lap mot trang gidng hét réi
két ban voi nh*ng nguoi ban clia nan nhan. Cubi cung chung mao danh vay muon
dé chiém doat tai san. P e -
I Cac bién phap bao vé théng tin ca nhan:

I . - ~ - - ~ k] I
ca nhan bao gém tén tudi, s6 dien ! = KhOng ghi chép thong tin ca nhan o |
thoai, tai khoan email, tai khoan ngan : nhirng noi ma ngu oi khac co thé doc; !
hang,... va cac tai khoan cliacacing  » Gilr cho may tinh khéng bi nhiém cac

I I
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1 1
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Lo thong tin ca nhan. Théng tin

dung trén mang. Khi |6 tai khoan cac phan mém gian diép;

tng dung phan mem, ta co theé bl |. C&n trong khi truy cap mang qua wifi cén
mao danh. Con khi 10 tai khoan cua 1 ¢gngvi hau hét nhiing tram wificong con
ngan hang, ta co the mat tien. khéng mé hoa théng tin khi truyén.

g
g
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Bat nat trén khong gian mang. MGt frong nhirng van nan trén mang la bat nat.
Mcrc thap la Xi va, lang nhuc. Mlrc cao la de doa tung thong tin ca nhan, dua tin bia
dat, vu khéng, tham chi téng tién hoac ép budc lam diéu xau. Hanh vi bat nat trén
mang anh huwdng nghiém trong téi tam li clia nan nhan vi:

« Viéc bét nat co thé xay ra dai dang, -7 ""T"T-TTTToToommosooo.

bat ¢t Itic hao: Mpt sO bién phap phong chong hanh vi
bat nat:

» Khéng nén két ban dé dai qua mang.

» Khéng tra |&i thw ttr hay tin nhan, khéng
tranh luan véi ké bat nat trén dién dan.

« Hay Iuu gilr tat ca cac bang ching.

« Hay chia sé véi bé me hoac thay cé.

» Khi s viéc nghiém trong hay bao cho
co quan céng an kém theo bang ching.

* Nguoi bat nat c6 thé &n danh, khéng
biet |a ai d& ddi pho;

* S0 ngudi theo dai, binh luan cé thé
rat déng gay ap Iwc nang né, khién
nan nhan co6 nguy co tw co 1ap;

 Nhiéu nguoi khéng tu giai quyét dwoc
nhung khéng dém néi ra, dan dén
frdm cam va cb cac hanh vi tiéu cuc.

Bat nat la mét kiéu khing bd trén

khéng gian mang.

Nghién mang. Cé mét s nguoi danh rat nhiéu thoi gian cho mang, dac biét
la choi game dén mirc nghién, anh hudng nghiém trong téi strc khoé. Da ting cé
nhitng thanh nién choi trd choi dién tr lién tuc nhiéu ngay va dét quy ngay trén ban
may tinh.

. Maljg la méi truéng g'iao tiép nhanh chéng, thuén tién nhung an chira
nhiéu nguy co gay mat an toan théng tin.

» Chi truy cap cac trang web tin cay, hay canh giac véi cac théng tin gia,
Ilra dao.

« Hay gilr bi méat théng tin ca nhan.

. Chi nén két ban voi nhitng ngudi quen biéjc trong mang xa haéi. Khi bi
bat nat, hay chia sé véi ngu 6i than hoac thay cé.

« Khéng nén slr dung Intemet qua nhiéu.

@ 1. Em hay dwa ra mét sé tinh hudng co thé 1am 16 mat khéu tai khoan.
= 2. Em co biét mét hanh vi Ira dao nao trén mang khéng? Néu cd, em hay ké cach
thirc Itra dao.

2. PHAN MEM DOC HAI
Hoat dong 2
Em hiéu gi vé virus may tinh? Cé phai tt ca phan mém déc hai déu la virus?

)\ M6t déi twong gay mét an toan la phan mém déc hai (malicious software, viét tit I
" malware), nhitng phan mém dugc viét ra véi y d6 xau, gay hai cho ngudi dung.
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Nhiing phan mém déc hai cé muc dich gay anh hwéng trén quy mé Ién thwdng co
co ché lay nhiém. Theo co ché lay nhiém, co hai loai phan mém déc hai la virus va
worm. Con mét loai phan mém déc hai khéac la trojan chi nhdm chiém doat théng tin
hay chiém quyén sir dung may tinh sé it chu frong d@én tinh nang lay nhiém.

a) Tim hiéu vé virus, trojan, worm va co ché hoat déng

Virus. Virus khong phai la cac phan mém hoan chinh, ma chi la cac doan ma déc
va phai gan véi mét phan mém méi phat tac va lay lan duoc. Khi chay mét phdn mém
d& nhiém virus, doan ma déc sé dugc dwa vao bé nhé, chéd khi thi hanh mét phan
mém khac sé chén vao dé hoan thanh mét chu ki lay lan.

Worm, sau may tinh. Khac vai virus, worm la mét phan mém hoan chinh. Dé
lay, worm lgi dung nhirng 16 héng bao mat clia hé diéu hanh hoac dan du, Ilra nguoi
dung chay dé cai dat vao may clia nan nhan. Cach Ira théng thuwdng la dé mét lién
két ngdm trong email hoac tin nhén vai v boc la mét ndi dung lanh manh, vi du “bém
vao day dé nhan tin” nhwng khi bam vao, ngoai ban tin thi chinh phan mém déc hai
cling duoc tai vao may.

Trojan. Phédn mém ndi gian, goi 1a trojan, theo truyén thuyét “Con ngwa thanh
Troa” (Trojan Horse) trong truyén than thoai Hy Lap. Tuy hanh vi, trojan c6 thé mang
nhing tén khac nhau nhu:

 Spyware: (phan mém gian diép) cé muc dich an trom théng tin dé chuyén ra ngoai.

» Keylogger: la mét loai spyware ngam ghi hoat dong cla ban phim va chudt dé tim
hiéu nguwoi str dung may lam gi.

 Backdoor: tao mét tai khoan bi mat, giéng nhu clra sau, dé co thé truy cap ngam vao
may tinh.

« Rootkit: chiém quyén cao nhat clia may, c6 thé thirc hién dwgc moi hoat ddng ké ca
x0é céc dau vét. Rootkit cling co tai khoan truy nhap ngam.

b) Tac hai cua phan mém déc hai

Nhuw vay, hai dac trng chinh cua virus hay worm la lay lan va gay ra cac tac déng
khéng mong mudn, con trojan thi thurc hién cac hoat dong néi gian.

Tac dong khéng mong mudn cé khi chi gay kho chju, nhung cac virus hay worm
"di" c6 thé lam hong cac phan mém khac trong may, xoa di¥ liéu hay lam té liét hé
théng may tinh.

Virus c6 thé bj phat hién theo hanh vi, nhing cac worm (sau) thudng do chinh nan
nhan bi Itra cai dat nén rat kho phat hién. Nhiéu sau da gay ra nhitrng tham hoa, vi du:
 Sau Melissa (1999) c6 co ché Iira dé lay rat hiéu qua da tirng gay thiét hai hon 1 1 d6 la.
e Sau Code Red (2001) loi dung mot khiém khuyét bao méat ciia Windows, chiém

quyén cac may chi Windows, trong 10 ngay da gay thiét hai khoang 2 fi dé la.

« SauWannaCry (2017) téng tién bang cach mé hoa toan b théng tin co trén dia ciing
va doi tién chudc méi cho phdn mém hoa giai.

e Mot sb loai virus hay worm dugc phat tan réng réi, tré thanh cac déi quan ngém, mOoi
khi nhan dwoc Iénh la truy cap dong thdi vao mot may chu dinh trwdce, gay qua tai,
lam té liét may chl. Hinh thire tan céng nay goi la tan céng tir chéi dich vu (Denial of
Service - DOS) rat kho chéng.



c) Phong chdng phan mém déc hai

Pé phong ngtra phan mém déc hai, diéu quan trong dau tién |a can than trong khi
chép céc tép chuong trinh hay di liéu vao may tir é cirng roi, thé nhé hoac tai vé tir
mang. R&t nhiéu phan mém bé khoa cho 14y tu do trén mang |a cac phan mém bi gan
ma doéc mét cach cd v.

Pé tranh bi lira, khéng mé cac lién két trong email hay tin nhan ma khéng biét rd
c6 an toan hay khéng. Ngay ca khi nhan thu tir hép thw ctia ban bé, néu thay co yéu
cau nhay vao lién két thi tét nhéat hay lién lac qua mét phuong tién khac, vi du goi dién
cho ban dé xac minh trwwéce khi tai xudng.

Pirng dé 16 mat khau cac tai khoan clia minh dé tranh bi ké xau chiém quyén,
mao danh.

Ngoai ra, hay str dung cac phan mém phong chéng cac phan mém ddc hai.

« Phan mém ddc hai la phan mém viét ra véi y @6 xau, gay ra cac tac
ddéng khéng mong muon.

* Virus va worm la cac phan mem déc hai cé kha nang lay nh|em Trojan
la phan mém ndi gian dé an cap théng tin va chiém doat quyén trén may.

« Pé phong ngura phan mém doc hai, khéng lay tr trén mang hoéc sao
chép qua cac thiét bj nhé nhiing phan mém ma minh khong biét ré. Khi
nhéan dwoc email hay tin nhan c6 lién két, néu khéng ré vé nguén géc
thi khéng nén mo.

« Hay st dung cac phan mém chéng phan mém déc hai dé bao vé may tinh.

Em hay téng két vé ba loai phan mém doc hai theo bang sau:

Tinh hoan chinh Co ché lay nhiém Tac hai
Virus ? i ?
Trojan 4 ? ?
Worm ? ? ?
THUC HANH

Dung phan mém phong chéng virus Windows Defender.

Cé hang tram phan mém phong chéng virus nhu Kapersky, AVG, Avast, McAfee,
Norton Antivirus, Panda hay mét phan mém ctia Viét Nam |a BKAV. Thuc té, cac phan
mém nay khéng chi phat hién va diét virus ma con phong chéng nhiéu nguy co lam
mat an toan khac nhw kiém tra cac tép tai vé, canh bao truy cap cac website c6 ma
ddc,... Chinh vi thé, cac phan mém nay con dwoc goi la Firewall (btrc tuong Ika) véi
y nghfa ngan chan cac nguy co tir ngoai.

Bai thurc hanh nay gidi thiéu str dung phén mém Windows Defender duoc tich hop
sén trong hé diéu hanh Windows phién ban 10, tw d6ng chay ngam dé bao vé cac
may tinh dung hé diéu hanh Windows. Defender tu déng cap nhat cac mau virus méi
méi khi hé diéu hanh dugc cap nhat (theo tién ich Windows Update).
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Nhiém vu: Thiét lap céac Iwa chon va quét virus voi Windows Defender.

Hwéng dan.

Budc 1. Tw nL'Jt'Starrt chon Setting (cé thé dung cach nhanh hon la gé chir “Defender”
vao hép tim kiém ndm & thanh trang thai), man hinh xuét hién twong tu nhu sau:

€ Settings - o X

® Home Windows Security

Windows Security is your home to view and manage the

Fd 2 seixd 2 | security and health of your device.
Update & Security
£ Windows Update Protection areas

2. Chon

™ Delivery Optimization {7 Virus & threat protection Virus & threat

1. Chon “~loactions needed. protection
Windows @  Windows Security 8 Account protection
Security Mo actions needed.

T Backup

(‘g Firewall & network protection
ﬁ Tolblaot No actions needed.

ﬁ App & browser control
O Recovery No actions needed.

Hinh 9.1. Truy cap churc ndng bdo vé chong virus
Buwée 2: Thyce hién céac thao tac nhw huéng dan & Hinh 9.1 sé xuét hién clra sé nhuw
Hinh 9.2.

Windows Security = a X

O Virus & threat protection

Protection for your device against threats.

Current threats

Mo current threats.

Last scan: 5/12/2021 8:21 AM (quick sca

0 threats found.

Scan lasted 2 minutes 2 seconds
2860 files scanned.

Théng bao
cac nguy co

Quét nhanh =

2 @ 1
Kiéu quet
B Lich st quét

% Virus & threat protection settings
No action needed.

@ Manage settings

Hinh 9.2. Chuc ndng bédo vé chéng virus va céc nguy co



Current threats: théng ké nhirng nguy co tim théy trong théi gian gan nhét khi cac
tép duwoc quét kiém tra.

Quick scan: néu nhay vao nut nay phan mém sé quét tat ca cac tép chuong trinh
& cac thu muc ma virus thuéng lay nhiém.
Buwdc 3: Quét virus. Ta co thé nhay vao nut Quick scan hodc vao lwa chon Scan
options dé lwa chon kiéu quét va quét.

Trong Scan options, ta cé thé Iua 0 quicr s

chon cac kiéu quét, co bén Iwa chon: T
1. Quét nhanh (Quick scan):. quét cac €9 albeias

thu mUC Cé nQUY CO Cao. Checks all files and running programs on your hard disk. This scan
2. Quét hét (Full scan): quét tat ca cac coudtakefonger fhen ene haut

& dra. (®) Custom scan

Chaoose which files and locations you want to check.

3. Quét theo yéu cau (Custom scan),
chi quét trén mot thu muc nao do. Khi O Windows Defender Offine scan

= = = A T Some malicious software can be particularly difficult to remowve from
do= Defen de’r se yeu Cau Chl ra thu your device. Windows Defender Offline can help find and remove
muc em mu én q u ét them using up-to-date threat definitions. This will restart your device

and will take about 15 minutes.

4. Quét ngoai tuyén (Windows Defender
Offline scan). Chung ta sé khéng ban | . Swnnow
dén Iwa chon nay vino la trwong hop
doi hoi nhirng hiéu biét rat sau.

Sau khi chon mét Iua chon, nhay nut Scan now va doi két qua.
Néu dang lam viéc & thuw muc ma muédn quét thuw muc doé thi khéng can truy cap
vao Defender, ta cé thé nhay nut phai chudt vao tén thu muc dé xuat hién bang chon

tat, chon Iénh Scan with Windows Defender (Hinh 9.4).

Hinh 9.3. Cac lua chon trong scan options

| Olltwit Ha Scan with Wi"r'\jiws Defender...

| PerflLogs e d L >

| ] Progran'_\ Fii‘? Restore previous versions
. Program Files

s Combine files in Acrobat...

ProgramData

LUYEN TAP

1. Em hay ké ra cac nguy co méat an toan khi tham gia cac mang xa hoi.

Hinh 9.4. Truy cép nhanh lénh quét trén thur muc

2. Em hay ké ra nhitng truéng hop cé thé bi nhiém phan mém déc hai va bién phap
phong, chéng twong tng.

VAN DUNG

1. Em hay tim hiéu qua Internet cac cach thirc tan céng tr chéi dich vu.

2. Em hay tim trén mang théng tin vé worm, ké mat worm véi tac hai clia no.
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